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Abstract

Unmanned Aerial Vehicles (UAVs) bring both potential and difficulties for emergency applications, including packet loss
and changes in network topology. UAVs are also quickly taking up a sizable portion of the airspace, allowing Flying Ad-
hoc NETworks (FANETS) to conduct effective ad hoc missions. Therefore, building routing protocols for FANETS is
difficult due to flight restrictions and changing topology. To solve these problems, a bio-inspired route selection technique
is proposed for FANET. A combined trustworthy and bioinspired-based transmission strategy is developed as a result of
the growing need for dynamic and adaptable communications in FANETS. The fitness theory is used to assess direct trust
and evaluate credibility and activity to estimate indirect trust. In particular, assessing UAV behavior is still a crucial problem
in this field. It recommends fuzzy logic, one of the most widely utilized techniques for trusted route computing, for this
purpose. Fuzzy logic can manage complicated settings by classifying nodes based on various criteria. This method combines
geocaching and unicasting, anticipating the location of intermediate UAVs using 3-D estimates. This method guarantees
resilience, dependability, and an extended path lifetime, improving FANET performance noticeably. Two primary features
of FANETS that shorten the route lifetime must be accommodated in routing. First, the collaborative nature necessitates
communication and coordination between the flying nodes, which uses a lot of energy. Second, the flying nodes' highly
dynamic mobility pattern in 3D space may cause link disconnection because of their potential dispersion. Using ant colony
optimization, it employs trusted leader drone selection within the cluster and safe routing among leaders. a fuzzy-based
UAV behavior analytics is presented for trust management in FANETSs. Compared to existing protocols, the simulated
results demonstrate improvements in delay routing overhead in FANET.

Keywords: Security, Clustering, Trust management, Routing, Bio-inspired, Fuzzy.

1| Introduction

In the upcoming years, the Flying Ad-hoc NETwork (FANET) [1]—[5], which consists of Unmanned Aerial
Vehicles (UAVs) that fly without a pilot, is anticipated to have a major impact on human existence. FANETS
provide actuation services while limiting human engagement and possibly life-threatening risks. They enable
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complicated applications beyond the capabilities of standard MANETS or individual UAVs. FANETS are
becoming more and mote popular because of their durability, flexibility, affordability, and simplicity of
construction. Precise geographic localization, search and rescue operations, intelligent transportation systems,
target identification, disaster tracking, volcano monitoring, medical supply delivery, border patrol operations,
and forest fire prevention are just a few of the potential applications for multi-UAV collaboration. Both
academics and industry are developing FANETS for a range of uses, including mapping and surveying. This
means that boosting transmission power to enable long-distance communication in FANET' will not be able
to alleviate frequent disconnections. Therefore, it isn't easy to build long-term, dependable, and durable
connections and routes in FANETS, even though doing so increases route lifespan and improves the quality
of service. Still, there are a lot of technical obstacles to be solved, like quickly shifting network topologies,
node velocity, energy limitations, UAV collaboration and communication, dependable connections,

transmission ranges, density, and security issues.

However, due to its distinctive properties, such as long-distance communication, power consumption, and
sensitive military and monitoring applications, FANETSs have difficulties in networking and communication.
Because of these issues, developing a routing protocol for FANETSs is difficult. The communication
architecture for UAV-to-UAV and UAV-to-Base Station control comprises UAVs, ground controllers, and
smart antennas. UAVs are divided into groups according to size, weight, wing shape, and attitude [6]—[9].

1.1| Motivation

The papet's motivation is to do a thorough assessment to pique research interest in routing algorithms in
FANETS due to the lack of research on the subject and the neglect of key elements like three-dimensional
movement and mobility. Several routing strategies are categorized, examined, and analyzed based on a
taxonomy. To meet the demands of the moment, new solutions are still required for the problems relating to
FANETSs. QoS measurements, routing, and security [10]—[14]. To satisfy the demands of the situation, the
major goal of this work is to increase confidence among communicating UAVs and choose the most
dependable UAV that can store data and have enough energy to complete the task.

1.2 | Key Contribution to the Research Article

Due to these facts, the proposed scheme can create a reliable and trustworthy route based on three-
dimensional estimates and provide a quick update mechanism for the flight route in FANETSs. To protect

data transmission, the contributions of this article have been summarised below:

— To involve a cluster formation that maximizes UAV's energy efficiency.

— To locate and choose the most effective leader UAVs for routing purposes. Each leader employs bioinspired-based Ant
Colony Optimization (ACO) techniques.

— To protect data confidentiality and integrity, it proposes an inter-cluster routing protocol through the most trusted
and energy-consumed leaders that is secure and dependable to generate stable routes.

— To examine path planning based on the UAV's broadcast range, pheromone level-based path, path trust value, and
key generation technique to produce a robust route.

— To protect the UAVs during FANET data transfer by keeping them safe along their paths.

— To dynamically reselect the drone leader when numerous drones in a clustered FANET communicate.

— To create a simple trust-based surveillance system in FANET to support data privacy.

The remaining six sections of the article are as follows related works to FANETSs-based routing are included
in Section 2. The suggested bio-inspired route selection technique is presented in Section 3. The results of
the simulation and implementation are described in Section 4. The Section 5 contains the conclusion and the
scope of future research.
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2| Related Work

Many scholars from around the world have contributed significantly in the last ten years by using various
clustering strategies to offer solutions [15]—[20]. Cluster leaders were employed in the FANET design to
control transmission hierarchically. To maintain the QoS criteria throughout each cluster, it also made use of
a centralized traffic differential routing algorithm and a collaborative controller. Depending on the
transmission activities of each flow, different weights are applied to the flows. Thus, a transmission reliability
prediction model is employed to assess the link's legitimacy and forwarding capacities. The UAV source node
calculates probabilistic transfer values based on their geographic positions. The bulk of suggested solutions
focus mostly on effective routing because path formation boosts transmission speed and is necessary for the
FANET to function.

An efficient FANET routing protocol, SecRIP [13], was proposed to help prolong the network's routing
lifetime. The algorithms (chaotic algae and dragonfly) were proposed initially. The former helps with cluster
formation using the available drones, and the dragonfly helps choose an efficient leader from the rest of the
cluster member drones. The above techniques are suitable for the secure and efficient routing of data packets
with the support of each cluster's designated leader drone across the network. This identifies control for each
cluster, facilitating data forwarding to the desired location. Furthermore, this model ensures that the gearbox
consumes the minimum energy. This scheme is also able to reduce the use of drone energy. Therefore, it
satistied the overall quality of the network. The simulation results demonstrated that the suggested protocol
could achieve greater network objectives than the current approaches compared to a variety of existing
protocols. By doing this, you could help safeguard the data from network assaults.

A unique trust-based context-aware technique [10] discriminated between deliberate and inadvertent
misbehavior in FANETSs. Moreover, it employed the different computed criteria to choose the best packet
forwarders. In this sense, it offered dependable inter-UAV communications. Tested in multiple real-world
scenarios, including rescue operations where uncertified personal UAVs can help by instantly notifying about
natural disasters like earthquakes, volcanoes, blocked roads, or even rural auto accidents, this trust-based,
context-dependent inter-UAV routing communication system. The simulation results show that this
technique surpasses the previous solution, i.e., UNION, in terms of guaranteeing low packet loss ratios, low
end-to-end latency, and high detection ratios with fewer false positives.

The FANET features discussed so far highlight how challenging it is to design a routing system that meets
every need, including power supply, security, and fast topology changes. As a result, the FANET routing
protocol categoties vary according to the network's condition. Nature-based algorithms are search strategies
that mimic nature's numerous random judgments. Bio-Inspired Algorithms (BIA) effectively simplify
difficult-to-understand sophisticated optimization approaches. BIA implements many algorithms in FANET,
increasing their efficiency over other existing algorithms.

The UNION model does not account for energy usage. It is unable to develop an optimal strategy for
dynamically selecting a leader drone at various geographic obstacles, one that will lead the other drones
regardless of transmission range, both high and low. SecRIP cannot determine the drones' dependability or
route when exchanging data. Pioneering the broadcast storm problem at the onset of interest propagation is
inappropriate. The idea of using technology to detect and protect private areas from unapproved drones has
not yet been presented.

Energy use is not taken into consideration by the UNION model. It cannot create an ideal plan for
dynamically choosing a leader drone at different geographic barriers, one that will guide the other drones
regardless of the high or low transmission range. SecRIP cannot ascertain the route or the drones' reliability
when data is being shared. Addressing the broadcast storm issue at the outset of interest propagation is
inappropriate. Using technology to identify and keep unapproved drones out of private locations hasn't been
proposed.
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3| The Proposed Methodology

The three phases of the proposed technique are cluster formation, leader drone selection, and secure route
discovery. The work is further categorized into various layers, i.e., classification of various UAV types (good,
bad, and neutral) based on their trust score (direct, recommendation, and fitness score), formation of energy
efficient clusters formation, and bioinspired optimized, secure route selection based on ACO technique. The
Trust Management System, which evaluates each drone's trustworthiness using vatious trust criteria, is one
of the interconnected components and layers that make up the architecture.

The cluster formation module establishes secure clusters, with cluster heads selected according to proximity
and dependability. Cluster heads coordinate communication among their clusters and keep the cluster secure.
Secure communication protocols are implemented to protect the integrity, confidentiality, and authenticity of
data transferred between drones. Privacy preservation techniques can be utilized, such as data anonymization
or encryption of sensitive information to stop unauthorized access to private data. The core of the system is
the trust management system, which evaluates the trustworthiness of each drone in the network. The trust
management system assigns each drone a trust value based on many trust indicators, such as past
performance, reputation, and referrals from other drones. The fitness score of the nodes is then determined
by considering a variety of network parameters, such as energy consumption, computational capacity, and the
separation between drones (based on their latitude, longitude, and altitude).

The classification method distinguishing between malicious and honest UAVs in the network is reward- or
punishment-based. The drones are arranged into clusters according to their proximity to one another and
remaining energy. The drone's remaining energy and distance are used as selection parameters during the
leader election phase. Below is a description of the cluster construction and leader election method. The
primary goal of the suggested algorithm is to choose a data transmission technique that uses less energy using

network leader drones to improve network security.

Several objectives can be supported Using ACO-based routing algorithms, such as energy conservation,
bandwidth optimization, and reliability maximization. The pheromone-driven decision-making method
enables UAVs to balance these objectives and select routes that comply with network goals and constraints.
ACO's adaptability and flexibility make it a suitable routing method for FANETS. So, the optimal route
discovery has been describe using the below algorithm. Assessing the dependability of the drones within
FANET can be done using trust models. Historical behavior analysis, reputation systems, and collaborative
monitoring can all be used to determine neighboring nodes' reliability. Mechanisms based on trust ate used
to detect and mitigate hazardous activities in real time. This may entail applying behavior analysis, sighature-
based detection, and anomaly detection to swiftly find and fix security vulnerabilities. Trust-based algorithms

can adjust security measures based on network conditions and perceived threats.

The proposed method provides a trust-based secure routing method based on fuzzy logic. It first computes
the trusted member drones and then observes their behavior. The leader drone has been chosen when the
drones are fitted to compete within the network scenario. The leaders take responsibility for a secure
communication system based on the optimization technique of fuzzy logic. The proposed method has been
simulated with OMNET++ based on around 600 drones and compared with UNION and SecRIP protocol
based on delay, packet delivery ratio, and latency.
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Algorithm 1. Trust-based bio-inspired route discovery through selected leader drones.

g s wNE

Input: Trust Matrix (T_(M_ij )), Distance Matrix (D_(M_ij )), Pheromone Matrix (P_jj),
Number of Clustets, No. of Ants, No. of Iteration, Source Cluster, Destination Cluster

Output: Optimal Route

. No. of Clusters = n, No. of Ants = 10, No. of Iteration = 100
. Initialize the Source and Destination Cluster

. Initialize Node Distance (D_(ij(n*n))), Trust (T_(ij(n*n)))

. Initialize Pheromone Matrix (P_(ij(n*n))) = 1.0

. Define ConstructRoute() method:

while ( CurrentCluster = Destination ) do
NextCluster = FindNextCluster()// Find the next cluster
CurrentCluster = NextCluster// Set the cluster as visited
return Route

. Define RouteLength( Route ) method:

Length = 0.0  // Initialize the length as 0.0
for i =0 to Route_size do

Length += DistanceMatrix|[i][i+1]
return Length

. Define updatePheromone( Route, RouteLength) method:

for i = 0 to NumClusters, do
// Evaporate Pheromones on all edges
// Deposit pheromones on edges in the ant routes
fori =0 to Ants do
for j = 0 to route_size do
// Deposit pheromones on shorter routes
end

. Define FindNextCluster() method:

for i = 0 to NumClusters do
if ( Cluster Not Visited ) then
Stote in UnvisitedCluster list
end
Initialize TotalProbability = 0.0 and Probabilities[] array
for i = 0 to UnvisitedClusters_size do
// Pheromone Influence factor (a) = 1.0
PheromoneFactor = P[Currentcluster] [NextCluster]a

TrustFactor = T[CurrentCluster] [NextCluster]ﬂ
Trust Influence factor (B)= 2.0
Probabilities[i] = PheromoneFactor * TrustFactor
TotalProbability += Probabilities[i]
end
Initialize ProbabilityRate = 0.0
for i = 0 to Probabilites_size do
ProbabilityRate += probabilities]i]
if (RandomValue <= ProbabilityRate ) then
return UnvisitedCluster
end
return UnvisitedCluster (Random)

end

. Now Calculate the Best Path suing FindBestPath() Method

FindBestPath ( Iteration ) do
BestPath = null
BestPathLength = Max_Value
fori = 0: Iteration do
forj=0: Ants do
Route = ConstructRoute()
RouteLength = RouteLength(Route)
if (RouteLength < BestPathLength ) then
BestPathLength = RouteLength
end
updatePheromone( Route, Routelength);
end

10. return BestPath
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It is critical to design trust-based routing protocols considering the dynamic nature of drones in FANET. Route
selection can be optimized by mobility-aware protocols, which adjust to changes in the network topology by
considering the present positions and trajectories of nodes. Based on nodes' past data, predictive models can
assist in projecting their future locations. This makes it possible to allocate resources and plan routes more
intelligently, considering anticipated movement patterns. FANET nodes may encounter a range of
communication situations as a result of variations in direction. Trust-based techniques for dynamic management
can be used to optimize frequency allocation and adjust to evolving communication environments. Because
FANET nodes frequently have limited resoutces, energy-efficient methods are essential. The network's total
lifetime can be increased by optimizing data transmission and communication patterns based on the current

energy levels and flying conditions.

Trust-based authentication techniques ensure that only selected drones and base stations can access the network.
Data communication between drones and ground control stations is protected by it. Mechanisms for integrity
verification and encryption assist in monitoring network traffic, spotting potentially harmful activity, and
preventing illegal access, eavesdropping, and communication manipulation. Trust-based algorithms in the
context of FANETS seek to decentrally build and preserve trust connections among nodes "drones". Because
FANETS: are distributed and dynamic networks, decentralized methods are essential. These few decentralized
techniques are frequently applied to trust-based FANET algorithms. Trust models disperse the trust assessment
process among several network nodes as opposed to depending on a single authority. Every node evaluates
neighbor behavior and assigns trust scores based on interactions seen. Next, nodes exchange trust information
to create a decentralized trust model as a whole. Nodes use locally observed behavior to choose which behaviors
to trust. Every node keeps track of a local trust metric for its surrounding nodes, considering things like
collaboration, consistency in communication, and protocol observance. Decisions are then made decentralized
using local trust measures. Peer-to-Peer interactions can directly develop trust among peers. Nodes share trust

information and use direct obsetvations to assess one othet's reliability.

4 | Implementation and Performance Result Discussion of the
Proposed Scheme

The modeling environment creates a network of positive and negative nodes called FANET [21]—[30]. Nodes
in the experiment are categorized as good drones, neutral nodes, and bad nodes. A drone should ideally have an
abundance of resources, adhere to network protocols, and not engage in malicious activity. The neutral nodes
often function at maximum efficiency, have fewer resource constraints, and rarely take harmful or self-serving
actions. The malignant nodes within the FANET are designed to function independently and malevolently. After
40 seconds, the drones' trust score interval is recorded. The proposed scheme employs the fuzzy classification
system to distinguish between the drones in the network.

The fuzzy model's several parts work together to determine the network's trust score. Both social and service
quality criteria are used in the model. Reliability and performance are represented, respectively, by social
parameters and service quality. The genius of this approach is that it has a backup cluster head in case the first
one selected becomes sick or moves. Since a backup cluster head can easily take over for the primary one in the

event of a relocation, the FANET can continue to operate with smooth communication.

The fuzzy membership function aims to incorporate past knowledge about the crisp value into the input space.
Triangular types of membership fuzzy functions have been used within FANET to establish performance and
social characteristics. Ten replications of each experiment were carried out to take experiment variability into
account. The average outcomes of the experiment are shown in Table 1.
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Table 1. Experiment value of parameters.

Name of the Parameters Values

Simulation area size (1700x1300%800) m3
No. of UAVs 600

Packet size 4700 bits

Placement of nodes Random

Mobility model Random Waypoint
Traffic CBR

Range of Velocity of drone  25-70 mph
Simulation time duration 350s

Initial trust value 0.45

4.1| Result and Discussions

Due to its dynamic nature, it is the perfect use case for FANETworks [31]—[39]. FANET have the main
advantage of not requiring a centralized administrative framework. It has been compared against SecRIP [13]
and UNION [10] to demonstrate the advantages of applying the method. The performance of the proposed
scheme has been analyzed based on the existing routing protocols in FANET. The proposed scheme is
contrasted with different types of FANET routing protocols. The comparison facilitates the performance
analysis of the proposed scheme. An emulated model of the real-world network scenario is provided. This
simulation provides insight into how protocols might respond to changes in the network environment. It helps
to understand the significance of the proposed method in the FANETabove other protocols.

4.2| The Significance of UAV Density on the FANET

Any network with more drones usually faces decreased speeds as the number of drones increases. No matter
how good a protocol is, it usually loses effectiveness as more networks are added over time. The suggested
strategy aims to progressively increase the number of UAVs better to understand the variations in the FANET
routing protocol. Since new paths are only established when necessary, improving this network's routing matrix
takes a while. Even though this flying ad hoc protocol's dynamic variations are excellent, we should keep in
mind that this increases the processing load. Although it can optimize the network configuration, the routing
procedure will still consume significant bandwidth. The suggested approach clusters the network before
managing the nodes based on trust scores. When a new UAV is introduced, the trust-based categorization
accuracy system counts it as an addition to the neighboring cluster. This will prevent the new UAV from
becoming isolated.

Moreover, the clustering procedure resolves security concerns and enables efficient network administration.
Next, in addition to aiding in selecting the leaders, the leader drone selection protocol controls inter-cluster
routing. This pre-planner routing helps ensure that the packet reaches its destination safely. To choose which
UAV to send the data to next, the leader will immediately speak with the other leaders rather than inspect each
node. In FANET, the entire routing process is controlled by the leaders of the several clusters dispersed along
the way. Therefore, the suggested method can achieve higher throughput compared to SecRIP [13] and UNION
[10].

The figure demonstrates that the suggested methodology is not significantly affected by an increase in nodes.
The delay that happens when packets are sent to their destination is computed to determine the network
performance. The delay may be from dropped packets or getting caught in congestion. Because it is hard to
predict the network at any given time, delays will always occur, regardless of how efficient the network is. The
delay is a little longer than that of the previously mentioned methods. The recommended method also provides

lower overhead because of a higher node density, as shown in Fig 7.
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Number of Drone vs. Average Delay(sec)
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Fig. 1. Comparison of the proposed scheme with other models to
the number of drones and average delay.

4.2.1| Packet delivery ratio

The proposed scheme performs better than SecRIP and UNION in terms of packet delivery ratio, as it mostly
routes packets by cluster heads despite network delays, as shown in Fig. 2. SecRIP prioritizes security, potentially
resulting in a lower packet delivery ratio. UNION only covers routing, not security measures.

Packet Delivery Ratio vs. Number of Drones
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Fig. 2. Comparison of the proposed scheme with other models

to the number of drones and packet delivery ratio.

4.2.2| Latency

The proposed approach to network latency reduction is clustering, partitioning the network into multiple clusters
under a cluster head. This trust-based clustering technique ensures the total transmission of each cluster is
controlled, thereby reducing latency and maintaining service quality in trusted communication networks. The
proposed scheme performs better than UNION and SecRIP regarding network latency, as described in Fig. 3.
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Number of Drone vs. latency(sec)
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Fig. 3. Comparison of the proposed scheme with other
models to the number of drones and latency.

4.3 | The Significance of UAVs Data Flow Effect in FANET

The amount of data flow within FANET is important because large data flows might cause more traffic jams
and collisions. With increasing data traffic comes the possibility that packets may go along a path that has
long till the end. Data loss and needless network delays would surely result from this. The proposed protocol
guarantees network efficiency by simplifying the routing process through clustering. The leader drone is in
charge of safely guiding packets through its clusters, then to other clusters, and finally to the desired location.
Since the leader drones would have already determined which nodes will form the route towards the objective,
an increase in data flow won't cause any additional delays. Takes a far shorter amount of time than alternative
protocol iterations. For the simulation, the data rate is altered. The result of the graph illustrates the amount
of delay time that procedures under examination encountered about the various data rates individually. The
delay between SecRIP [13] and UNION [10] is more than the proposed scheme. The increase in different
amounts of data traffic caused routing overheads. As shown in figure, the overhead due to the increasing data
flow in the proposed method is less than that of existing ones. As Figure shows, the packet delivery ratio rates
of SecRIP [13] and UNION [10] are lower than the proposed protocol shown in Fig. 2.

Number of Drones vs. Routing Overhead(Packets)
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Fig. 4. Comparison of the proposed scheme with other models
concerning the number of drones and routing overhead.

5| Conclusion

FANET is made up of unmanned aerial vehicles that communicate with one another. The scheme is based
on bioinspired technology. The two algorithms that make up this protocol are a bio-inspired ACO algorithm
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and a trust-aware algorithm. These algorithms group available UAVs into clusters and choose the best control
form. It consists of two main phases: an ACO Algorithm based on bioinspired principles and a leader
selection algorithm that considers trust. The first one helps to create clusters with the available drones in
FANET, and the second one helps to select a suitable leader drone from them. Additionally, this proposed
method guarantees that the transfer occurs with the least energy usage possible.

The proposed method aims to optimize the route within FANET. Simulation outputs show the higher
network objectives the proposed protocol may reach over the current approaches compared to other
protocols like UNION and SecRIP. Algorithms aid in effectively routing packets throughout the network
using the selected leader drone for each cluster. This facilitates data forwarding to the intended destination
by identifying control for every cluster. Additionally, the proposed method ensures that the transmission
occurs with the least energy usage feasible. Stated differently, the algorithm seeks to minimize the energy
consumption of the UAV. Consequently, the proposed method can meet the QoS and QoE parameters.
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